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Introduction: The need for uninterrupted accessibility

Small and midsize enterprises (SMEs) operate in a relentlessly challenging 

environment that continually requires making payroll amid economic 

uncertainty, finding and retaining top-notch employees, adapting to ever-

changing technologies, and — perhaps most difficult of all — staying 

competitive in a tough marketplace. The competitive factor is particularly 

challenging, because it isn’t just about providing the best products and 

services; it also means being constantly available, informed, and responsive to 

employees, suppliers, other organizations, and, of course, customers. 

To succeed in a tough marketplace, an organization must be accessible, without 

significant interruption, even in the most adverse situations. This kind of 

ongoing accessibility is an important aspect of business continuity — a critical 

success strategy that doesn’t just happen, but requires proactive planning. 

Adverse situations that can disrupt business continuity include: 

• Utility outages (electrical or Internet connectivity)

• Illness — individual or pandemic

• Employees’ personal/family emergencies

• Office equipment failure (computers or network infrastructure)

• Natural disasters or severe weather conditions (e.g snowstorm, earthquake, 

fire, hurricane, or flood)

• Security breaches, including computer viruses, cyber attack, terrorism or sabotage

Most SMEs realize these situations could strike at any time. Many, however, 

are not prepared to handle them effectively once they happen, and as a result, 

normal operations can be seriously affected. Business continuity planning can 

mitigate the havoc that disruptions are likely to cause by ensuring there is a 

blueprint for rapid recoverability in every circumstance. Such planning can be 
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critical to the life of a business, because an inability to prevent or recover quickly from disruptions can mean lost 

revenue. Delayed recovery can result in irreparable damage to an SME’s reputation, while employee absences or 

attrition during emergencies can leave an organization understaffed and unable to provide the usual level of service 

to customers. An interruption’s negative impact on an SME’s standing with customers and partners might even be 

significant enough to hinder recovery after operations have resumed.

Planning for a quick recovery. The quicker SMEs can recover from adverse situations, the lower the probability their 

operations will be interrupted. This translates to lower risk of revenue loss and less impact on overall productivity. 

Having a business continuity plan in place before problems occur will help the organization reduce interruptions 

from significant impact to minor inconvenience. 

Although there are several aspects to a business continuity plan, a major component of any plan should be the SME’s 

communications capabilities, not just its equipment or data. This paper will explore how different kinds of interruptions 

can adversely affect an SME’s business continuity and illustrate how, through advanced features such as resiliency and 

mobility, Avaya’s IP Office can help SMEs overcome interruptions and maintain business continuity.

Section 1: Business continuity with Avaya IP Office

Most businesses understand these concerns when it comes to protecting their data. They routinely use an 

uninterruptible power supply (UPS) that mitigates loss of data or damage to computers and other electronic 

equipment when power goes out — and something as simple as data protection can be considered part of a 

business continuity plan. Additionally, backup storage or servers are typically deployed to ensure that if there is a 

temporary disruption in power, critical information can always be recovered.

But most SMEs do not protect voice interactions with their customers from disruption, even though losing 

telecommunications functionality may have the most adverse consequences. One of the primary ways an SME 

makes itself available to its customers is through its communications system (e.g., a product such as the Avaya 

IP Office). While SMEs understand that a communications system that is “always on” is needed for staying in 

touch with customers, suppliers, and employees, they may not always consider this fact when putting together a 

comprehensive business continuity plan. 

This oversight is probably the result of two things: 1) The tremendous reliability of the voice service that a utility 

provider delivers to the SME’s location and; 2) Simply not taking the time to prepare for what most don’t know is 

available and affordable. 

Section 2: Protecting your business means ensuring the reliability  

of your communications 

If for any reason customers or employees can’t connect, business continuity is lost. But the reality is, most SME staff 

members aren’t communications system experts. Their focus is primarily on running their operation. They look to the 

communications system manufacturer and its representatives to provide products that alleviate risk and provide the 

uptime necessary to keep the operation running consistently. That said, they frequently do not factor in the unexpected.
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Avaya IP Office is a communications system designed specifically for SMEs. It provides powerful capabilities to 

help organizations communicate more effectively with customers, vendors, and employees. With a solution such as 

Avaya IP Office, an organization can effectively keep its communications network (including phones and voicemail) 

operating during an outage or emergency situation — helping to sustain business continuity and minimize the 

impact of interruptions.

This document will examine four different scenarios in which business continuity could be adversely impacted — 

power outages; employees’ unexpected events; office equipment failure; and natural disasters or severe weather. 

For each area, we’ll also outline how Avaya IP Office can provide a solution to ensure the adverse impact is either 

minimal or none at all.

Scenario 1: Power outages

It is inevitable that at some point, an SME will experience a power outage. If electrical power goes down and power 

to the communications system within a small business is lost, how can an SME ensure that employees continue to 

make and receive calls? 

The most common type of voice connectivity used by SMEs is analog trunking. Sometimes referred to as POTS 

(Plain Old Telephone Service), it is ubiquitous because of its low cost and high rate of reliability (~99.999% 

uptime). Analog trunks are powered by the central office, so in the event of power loss, there is still a dial tone 

when the telephone handset is lifted off the hook. One caveat exists: connecting an analog trunk to a device that 

requires electrical power (such as a cordless telephone or communications switch) injects a point of failure into the 

network, so that when power is lost to the switch, connected telephones no longer receive a dial tone.

Avaya IP Office can automatically connect a phone to an analog trunk, even if power to the system fails. Using the Avaya IP 

Office 500 system unit, you can connect an analog phone using the Phone 8 expansion card (see Figure 1). To connect 

the incoming trunks, an Analog Trunk Module (ATM) is affixed as a daughter card on the Phone 8 expansion card. With 

this configuration, the trunk is connected to the phone so calls can be made on the local exchange line. 

Figure 1: Phone 8 expansion card with IP Office 500 system unit
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Remember, analog trunks are powered from the central office, which has extensive backup capabilities and, in 

any case, may not be affected by the local power outage; so transferring the power received from the central office 

directly to the phone connected to the communications switch is all that is necessary to maintain emergency 

phone service. (In this scenario, the switch is essentially bypassed, because it is disabled due to the local power 

outage.) This approach ensures that calls can still be made and received, which is extremely important during 

disasters, when emergency calls may be necessary. Once power is restored, the communications switch and 

connected phones continue to work as before.

Scenario 2: Employees’ unexpected events, including illness

When employees can’t make it to the office, SMEs experience a loss in productivity and an interruption in 

workflow. Further losses in productivity occur when employees come into the office while sick or stressed and 

aren’t fully focused on working. With the outbreak of H1N1 influenza, SARS or another pandemic, the potential for 

a condition known as “presenteeism1” may increase and could be more impactful if an employee comes into the 

office and infects others. In a large company, the effect of employee presenteeism may not be highly significant. 

However, in a small business of 25 employees, if five of them are out, then 20% of the workforce needs coverage. 

Keep in mind that absences aren’t always related to illness. Employees may have personal needs or family issues 

that require attention. Regardless of the cause, any inability to get to the tools required to connect with teams or 

customers ultimately affects an SME’s productivity and business continuity. 

The Avaya IP Office home office solution. Offering employees an effective and efficient way to work from home can 

minimize productivity losses that result from presenteeism. With Avaya IP Office, employees have the ability to 

turn their home phones (or almost any other phone, for that matter) into an office phone. With just an Internet 

connection, a computer, and a home phone, employees can make and receive calls and have all the same 

communications functionality that they have in the office — with no special hardware required at home other than 

the home phone.

IP Office is configured on a “role-based” model, which means that capabilities are pre-configured and implemented 

based on the specific job functions of employees within the organization. For remote workers, the IP Office Teleworker 

user productivity solution allows employees to work from home as if they are present in the office. 

There are two elements to this solution. The first, with the addition on an IP desk phone, offers the ability to 

connect to the office via a virtual private network (VPN). Avaya 9600 series phones can be used as a dedicated 

remote extension off the IP Office 500 system unit, requiring only an Internet connection to operate. This is a VoIP 

solution that with the desk phone can truly make an employee feel like a part of the main office.

An additive or alternate solution includes a browser-based application which provides an intuitive graphical 

user interface for PCs or MACs, allowing call control with whatever phone they are using. The “telecommuter” 

mode feature of this solution (Figure 2), allows calls that are made to and from a personal office number to be 

re-directed to a designated phone (i.e. that phone can be serviced via a wired, wireless, cable or alternate VoIP 

service). Employees control them through the interface on their computer. Employees do not incur any toll charges 

because all calls originate from the IP Office switch at the office, and they get all the same calling functions they 

have in the office. If the LAN/WAN or PC experiences an outage, the call can still be maintained. 
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Figure 2: Avaya one-X® Portal for IP Office — Telecommuter mode

Both solutions are especially useful for unplanned employee absences caused by emergencies or illness. By having 

the Avaya one-X® Portal for IP Office software on their PC, or access to a 9600 series phone, employees can be 

“in the office” virtually while physically working from home or other locations. 

Scenario 3: Office equipment failure

Although not a common occurrence, failure of office equipment — particularly the communications system itself — is 

another disruption that SMEs need to consider.

To avoid this scenario, SMEs can choose to purchase extra equipment as insurance to prevent a prolonged loss of 

communications. This is known as redundancy — duplicating the critical components in a network for the purpose 

of business continuity. By having a duplicate communications switch, the small business has a backup should the 

primary switch go offline.
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Figure 3: IP Office redundancy — normal state

Figure 3 shows IP Office implemented in a redundant fashion. There are two IP Office 500 switches (A and B), 

interconnected via an IP link. System A serves as the main system, with system B as the backup. IP telephones are 

connected only to the main system, but there are PSTN trunks connected to both the main and backup systems. It is 

best practice to have the backup switch in a location different from the main location, but not a requirement.

If for any reason system A becomes unavailable, the IP telephones connected to it will now register with system 

B (whether on premises or located off site) providing basic telephony functionality to the SME, and ensuring that 

calls can still be made and received (Figure 4).

Figure 4: IP Office redundancy — failover state

Note: this topology does require an external DHCP server. IP Office can be configured to obtain its address from 

the external DHCP server, which allows system B to serve as the backup communications switch when system A 

becomes unavailable.

Also note — this scenario assumes the SME has only one office. For SMEs that have more than one physical 

location, the IP Office system has a more cost-effective solution that we’ll discuss in the next section.
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Scenario 4: Natural disasters and severe weather

The effects of a natural disaster can affect areas beyond just the small business premises. In some cases, the 

damage is community- or state-wide, and can shut down power grids and overload communications networks for 

miles. Likewise, severe weather such as tornadoes or snowstorms can wreak havoc on buildings and utilities. Short 

of using a hardened shelter with backup generators, the mitigation options are limited, but still very necessary.

For SMEs that operate multiple offices — especially those that are in areas with increased risk of natural disaster 

or severe weather — the problem is magnified. Remote or branch offices could be cut off from headquarters 

and significantly impact business operations. While a redundant solution is an attractive option for single site 

SMEs, it can be an expensive proposition for a company that has multiple sites and is already concerned about 

making payroll or conserving capital needed for expansion. The capital expenditure for secondary switches can be 

particularly difficult for many SMEs to justify when there are multiple sites.

A preferable option would be to eliminate idle or redundant hardware by maintaining communications in 

compromised circumstances on only the equipment and/or software that is necessary for operation under normal 

circumstances. This approach is known as resiliency. By deploying a resilient infrastructure, an SME is ensured 

business continuity without investing in equipment that it may never use, thus preserving much-needed capital. 

This is extremely advantageous for SMEs with multiple locations or satellite offices.

The importance of Small Community Networking: Avaya IP Office enables resiliency by networking systems across 

multiple business locations using a feature called Small Community Networking (SCN). Using IP links, an SME 

can operate a network of branch offices with extension dialing and full feature transparency. There is a consistent 

set of communications and services across all locations, which affords the efficiencies of universal functions and 

end-user familiarity. The SME can centralize services (such as an operator or a voicemail server) and administration 

of the system to reduce costs. Even better, there is no additional hardware required, and this capability comes 

standard with IP Office software.

Let’s take a look at an example of how IP Office SCN can be deployed in an SME environment with more than one location:

Figure 5: IP Office in a Small Community Network of two locations
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In Figure 5, we see two locations (A and B) interconnected by a Wide Area Network and SCN enabled, with IP 

extensions deployed and seamless transparency of features (e.g., paging, pickup, and common dial plan) across 

users. The extension connections are illustrated by the red and blue lines in Figure 5. The red lines are extensions 

off the IP Office system in location B, and the blue lines are connected to the IP Office system in location A. Hunt 

groups can be implemented to incorporate extensions from both systems/locations, as illustrated by the green and 

yellow circles around specific phones in each group.

In normal operation, incoming calls to the business can be routed to the extensions and/or hunt groups by Auto 

Attendant with no need for human intervention. [As an added feature, the IP Office Preferred Edition messaging 

server acts as a centralized voicemail system, serving all locations.] 

Other backup strategies. It is worth noting that IP Office systems are extremely reliable because there are no moving 

parts such as fans or hard drives to fail. To provide even more reliability, IP Office enables the small business to 

designate one of the locations as a “back-up” system within the network. For example, referring again to Figure 5, 

the system in location A can back up the system in location B; B can back up A; and so on. You can do this across 

32 different sites, so the level of resiliency can be quite robust. However, for simplicity, we’ll examine how this 

works across just two sites (A and B).

The main and backup systems share common information that is activated during the installation process, 

including user data, hunt groups, extension numbers, personal contacts, and user licenses.

Figure 6: IP Office resiliency in a Small Community Network of two locations

In Figure 6, we’ll assume that IP Office in location B goes down due to a natural disaster. Under normal 

circumstances, this would result in complete loss of communications beyond very basic voice, as outlined 

previously in Figure 1, the “power outage” scenario. However, with IP Office resilient SCN, the SME is afforded a 

far more vigorous level of communications and business continuity, because the phones that were assigned to the 

IP Office system in location B will re-register automatically to the IP Office system in location A. The extension 

connections to system B (illustrated previously in Figure 5) are now shown in Figure 6 as connected to system A 

— fully functional and switched over with no disruption to business operation.
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Note: With the IP Office Preferred Edition, the messaging server will also re-register to system A, so voicemail will 

still be accessible and usable. Many of the user licenses will also be carried forward, allowing a similar level of 

productivity and functionality even though the switch at location B is inoperable. 

Ultimately, the IP Office 500 switch in location B would be restored or replaced, depending on the level of failure. 

When the system is restored, the system administrator controls return to normal operation via the System Status 

Application (SSA), and all functions would continue as they did before the disruption.

IP Office’s resilient architecture offers complete call control and seamless failover for business locations that are 

disrupted by equipment failures, without the need for extra equipment or administrative overhead and any costs 

associated with redundancy. From a business continuity standpoint, this is a powerful feature that mitigates risk 

from disruptions that can damage an SME.

This is particularly alarming when servers hosting critical services such as voicemail get compromised. Most SMEs 

need voicemail to stay in touch with their customers, even when they aren’t available. Auto Attendant enables calls 

to be routed directly to intended recipients, which is efficient for both customers and SMEs. Unified messaging 

lets employees get voicemails sent to mobile phones or appearing as files in their e-mail. Because loss or 

interruption of voicemail would have negative impact on most SMEs, voicemail reliability should be considered part 

of a comprehensive business continuity plan.

We looked at how IP Office can provide resiliency across multiple locations. As part of that topology, the SME may 

deploy the IP Office Preferred Edition messaging server as a centralized resource across the locations. 

Figure 7: Distributed Preferred Edition servers in a SCN

However, for larger, more complex businesses utilizing IP Office’s SCN capabilities, Preferred Edition can also be 

deployed in a distributed fashion throughout the network for added resilience (Figure 7).
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The value of deploying Preferred Edition in a distributed fashion is that individual locations can have “local” 

service (e.g., voicemail, queuing, Auto Attendant, recording) while still using a centralized messaging server, 

primarily to minimize traffic across the WAN. It can also provide backup voicemail service if the main, centralized 

messaging server experiences a network or hardware failure.

As in the IP Office 500 switch example, the system manager can designate a backup Preferred Edition messaging 

server within the SCN. In this case, the primary Preferred Edition messaging server updates the backup Preferred 

Edition messaging server(s) with messages and call-flow moves, adds, and changes (MACs). All of these are cached 

locally on the backup server(s).

If for any reason the primary Preferred Edition messaging server fails, the backup messaging server will have all 

the data cached locally, and it can serve as the primary messaging server until normal operation is restored.

This capability can be supplemented to arrange for the IP Office system to perform automatic, scheduled backups 

of the Preferred Edition configuration data and messages. This allows for full restoration of all data once the 

centralized Preferred Edition messaging server comes back online, thus ensuring that none of the SME’s messages, 

recorded calls, or preferences are lost.

Season 3: Conclusion

Creating a plan for business continuity needs to include one for continuous communications. For small business 

communications, this is a process that takes thought but not a lot of effort.

The challenges of normal day-to-day operations provide a lot for small business owners to contend with 

so unexpected events are not easily addressed. Avaya IP Office can help mitigate the impact to an SME’s 

communications in the event of numerous different types of business interruption,. Through its vast array of robust 

features and capabilities, IP Office provides the foundation for an effective business continuity plan that can help 

SMEs survive various common, yet unforeseen events.

For more information on Avaya IP Office, go to www.avaya.com/small.

By: Richard J. DeFabritus, Sr. Solutions Marketing Manager, Avaya Small and Medium Enterprise Communications

1  Presenteeism is the opposite of absenteeism. In contrast to absenteeism, when employees are absent from work, presenteeism discusses the 
problems faced when employees come to work in spite of illness, which can have similar negative repercussions on business performance

www.avaya.com/small
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About Avaya 

Avaya is a global leader in enterprise communications systems. The company 

provides unified communications, contact centers, and related services directly 

and through its channel partners to leading businesses and organizations  

around the world. Enterprises of all sizes depend on Avaya for state-of-the-art  

communications that improve efficiency, collaboration, customer service and  

competitiveness. For more information please visit www.avaya.com.
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